How To connect to TonVPN Max /
Comment se connecter a TonVPN Max

Note : you need to run all those steps as an administrator or somebody having admin rights on the system.
Note : ces étapes doivent étre effectuées en temps qu’administrateur ou utilisateur avec des droits
d’administration sur le systéme.

1. First you need to download OpenVPN from http://openvpn.net/release/openvpn-2.1.1-install.exe
Tout d'abord, téléchargez OpenVPN depuis http://openvpn.net/release/openvpn-2.1.1-install.exe
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Downloads

OpenVPN 2.1.1 - released on 2009.12.11 (Change Log)

Changes include:

OpenVPN GUlis now packaged inthe Windows installer.

Extensions to Manag o allow greater programmatic control of CpenVPN clientand server.
ion, allowing intuitive tun-based VPN subnets having 1 IP address per client.

clients using the route-gateway dhcp aption

2 adapler can now be opened fram nen-administrater mode

atures for usage of cryptographictokens ("smart cards™}

multinome option to enable UDP-based multihoming of the server on multiple interfaces.
port-share option to allow OpenVPM and an HTTPS server to share TCP port 443
Users uparading fram 2.x should note thatthe new script-security option must be setlo enable OpenVPN to run scripts.

See the iz ge for more information on added features.

‘ Source Tarball ‘ openvpn-2.1.1.tar.gz | GnuPG Signatuce
‘ Source Zip ‘ openvpn-2.1.1.zip GnuPG Sianature
‘ Windows Installer ‘ ogenvgn-zjj-ins‘taJLex% GuPG Sianature

Install the program following the instructions below

Installez le programme en suivant les étapes ci-dessous.

(1) Open¥PH 2.1.1 Setup

=o)X

Welcome to the OpenVPN 2.1.1
Setup Wizard

This wizard will guide vou through the installation of
OpenPM, an Open Source YPM package by James Yonan,

Mate that the Windows version of CpenyPM will only run on
Win 2000, %P, ar higher,

Mexk = Cancel
L\!

Click on Next

Cliquez sur Next.
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Open¥PN 2.1.1 Setup

License Agreement
Please review the license kerms before installing OperdPM 2.1.1

JpentPR (TR -- An Cpen Source WP daemon
Copyright (C) 2002-2003 OpenyPM Technologies, Inc., <sales@openvpn.net =

This distribution contains multiple components, some

of which Fall under different licenses, Ev using CpenyPH
ar any of the bundled components enumerated below, wou
agree to be bound by the conditions of the license for
each respective cormponent,

OpenyPM trademark,

Click on I Agree
Cliquez sur I Agree.

Open¥PH 2.1.1 Setup

Choose Components
Choose which Features of OpenVPM 2.1.1 you want to install,

amponents

CpenyPM R34 Certificate Management Scripks
OpenyPM Service

CpenyPM File Associations

OpenssL DLLs

Click on Next
Cliquez sur Next.
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Dpen¥PH 2.1.1 Setup

VPN Choose Install Location
m PEN Choose the Folder in which toinstall OpenyPM 2.1.1

wrce VPN

C:\Program Files\OpenyPR

Click on Install
Cliquez sur Install.

Open¥PH 2.1.1 Setup

Installation Complete
Setup was completed successfully,

Create Folder: C:\Documents and SettingsiuseritMenu Démarrer|\Programmes|OpenyP
Create Folder: C:\Documents and Settingsiuseritenu Démarrer|Programmes|OpeniP
Create shortcut; C\Documents and SettingsiuseriMenu Démarrer\ProgrammesOpen
Create shortcut: Ci\Documents and SettingsiuseriBureaulOpenyPM GUL IRk

Create shortcut: C\Documents and SettingsiuseriMenu Démarrer|ProgrammestOpen
Create shortcut: CiiDocuments and SettingsiuseriiMenu Démarrer\ProgrammesiOpen
Create shortcut: C\Documents and SettingsiuseriMenu Démarrer|ProgrammesiOpen
Create shortcut; C\Documents and SettingsiuseriMenu Démarrer\ProgrammesOpen
Create shortcut: CiiDocuments and SettingsiuseriiMenu Démarrer\ProgrammesiOpen
Create shortcut: C\Documents and SettingsiuseriMenu Démarrer|ProgrammesOpen
Created uninstaller: C:\Program Files\OpenyPMiUninstall exe

Campleted

i [0l e i =

Click on Next
Cliquez sur Next.
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(1) Open¥PN 2.1.1 Setup = [=1

Completing the Open¥FN 2.1.1
Setup Wizard

OperPM 2.1.1 has been installed on your computer,

Click, Finish ko close this wizard,

[T show Readme

= Bach Finish (ZanEE]
L«!

Click on Finish
Cliquez sur Finish.

Open an explorer windows and browse to the path where OpenVPN has been installed (C:\Program
Files\Openvpn). Go to the config folder

Ouvrez un explorateur de fichier and allez jusqu’au repertoire ou OpenVPN a été installé (C:\Program
Files\Openvpn). Cliquez ensuite sur le dossier config.

Adresze () C:%Program Files\0 pert'PH%config
Dossiers | _Mom = | Taille |
= 1) Opert/PN | Bea <Ko
3 bin client 4 ko
2 config =) README Tko
|20 driver @ta 1Ko
Iy eamyza VITIE 4o
2 1Ko

B log WM

|2 sample-confic

You need to extract the package emailed to you, containing several files (list below).
Il vous faut extraire le contenu du package recu par email dans ce répertoire (la liste se trouve ci-dessous).

ca.crt
clientXXXX.crt
clientXXXX.key
client.ovpn
ta.key
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4. Edit config.ovpn with a file editor (NotePad for example) and change the following lines to match your settings.
Editez le fichier config.ovpn avec le BlocNotes par exemple et modifier les lignes suivantes.

remote X.X.X.X 443
(where X.X.X.X is the ip address of the TonVPN server your account has been created on)
(X.X.X.X étant I'adresse IP du serveur TonVPN ou votre compte a été crée)

cert clientXXXX.crt

key clientXXXX.key

(where clientXXXX is the name of the .crt & .key files you have received)
(remplacez clientXXXX par le nom des fichiers que vous avez regus)

[C\ client - Bloc-notes

Fichier Edtion  Format  Affichage

cliant

dev tun

prato tcp

Tatote
rezolv-retry infinite
nib ind

pers izt -kay
parzizt=-tun

ca ca.crt

cert crt

ke [apeh ey

ne-cert-type zervar
tls-auth ta.key 1

cipher AES-123-CEC  # AES
conp-lzo

werh 3

route-nethod exe

route-delay #

Close and save the file
Enregistrer le fichier modifié et quittez

5. Start the OpenVPN GUI, a small icon with 2 computers in red should appear near the systray.
Démarrer OpenVPN GUI, une icone avec 2 ordinateurs rouges devrait apparaitre en bas a coté de I'horloge.

B OREE 2
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6. Double clic on that icon, OpenVPN will then connect to TonVPN
Double cliquez sur cette icnes, OpenVPN va se connecter a TonVPN.

e Open¥PN Connection [client]

Current State; Connecting

SunJan 10 02:02:22 2010 Control Channel: TLS+1, cipher TLS»1/550+3 DHE-RSA-AES20E-5HA, 1024 it =]
SunJan 10 02:03:22 2010 [Papaya] Peer Connection Initiated with 97 135443

SunJan 10 02:02:25 20010 SEMT CONTROL [Papaya): 'PUSH_REQUEST' [status=1]

Sundan 10 02:03:26 2010 PUSH: Received control meszzage: 'PUSH_REPLY route 172.16.0.0 256.255.0.0
SunJan 10 02:02:256 2010 OPTIOMS IMPORT: timers and.or timeouts modified

SunJan 10 02:03:25 2010 OPTIOMS IMPORT: --fconfigfup options modified

Sundan 10 02:03:26 2010 OPTIOMS IMPORT: route options modified

SunJan 10 02:03:25 2010 OPTIOMS IMPORT: --ip-wind2 and/ar --dhcp-option aptions modified

SunJan 10 02:02:25 2010 ROUTE default_gatewap=192.168.153.2

SunJan 10 02:03:25 2010 TAP4IN32 device [Connexion au réseau local 3] opened: S5 \Globalhja4ES1BF
Sun Jan 10 02:02:25 2010 TAPAWIn32 Drver Yerzion 9.6

SunJan 10 02:03:25 2010 TAP-Wina2 MTU=1500

SunJan 10 02:02:25 2010 Motified TAP-Win32 diver to set a DHCP IP/netrmask of 172.16.0.10/266. 260,25
SunJan 10 020325 2010 Successful ARP Flush on interface [393219] {44E31BFE-0133-4068 -4422-0F 4F!
Sundan 10 020228 20010 TEST ROUTES: 0/0 succeeded len=2 ret=0 a=0 u/d=down

SunJan 10 02:03:28 2010 Route: W aiting far TUN/TAP interface to come up...

Sundan 10020230 210 TEST ROUTES: 3/3 succeeded len=2 ret=1 a=0 u/d=up

lSun Jan 10 02:03:30 2010 C:3wINDOW S epstern32houte.exe ADD 91 136 MASK 255, 256 205 2F

| |

Digconnect Reconnect Hide

L

7. Once connected, the systray icon should turn into green. You're connected!
Une fois connecté, I'icone en bas a coté de I'horloge apparaitra en vert. Vous étes connectés!

R OEEE 2m

To make sure you're connected to TonVPN, go to http://www.whatismyip.com
Connectez vous a http://www.whatismyip.com pour vérifier votre nouvelle IP.

800 What Is My IP Address - Shows Your IP Address

¢ Q- Goc

What Is My IP - The fastest, easiest way to determine y:

‘What Is My IP Address - Service provided by WhatIsMyIP.com

Your IP Address Is: 95.130

+ WIMI Forum

= Internet § Test

IP shown by What Is My Ip should be different than the one you're using usually.
L'IP indiquée par What Is My Ip devrait étre différente de celle que vous utilisez d’habitude.
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