How To connect to TonVPN Max /
Comment se connecter a TonVPN Max

Note : you need to run all those steps as an administrator or somebody having admin rights on the system.
Note : ces étapes doivent étre effectuées en temps qu’administrateur ou utilisateur avec des droits
d’administration sur le systéme.

1. First you need to download TunnelBlick from http://code.google.com/p/tunnelblick/
Tout d'abord, téléchargez TunnelBlick depuis http://code.google.com/p/tunnelblick/
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Code license: GNU General Public License v2
Tunnelblick is a ready-to-use graphical OpenVPN client for Mac OS X. It comes as an application package with all
binaries and drivers included. no manual installation necessary

Featured downloads: Show 2l =
It works on Mac OS X 10.4 (Tiger) and above. Fixes to the recent compatibility problems with Leopard are included ¥ Tunnelbiick_3.0624 dmg
in the latest snapshot and are currently in the testing phasa.
Featured wiki pages: Show all
If you want to discuss issues, there is a wiki and a discussion group. FAQ
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UsingTunnelblick

2. Start the program once after you copied it into Applications
Lancez le programme une fois apres I'avoir copié dans Applications.
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A new icon showed up on the upper right corner
Une icone apparait dans le haut a droite de I'écran.

3. Go to the config folder located in ~/yourname/Library/Application Support/Tunnelblick/Configurations and place
the files that you received through mail. (list below)
Placez les fichiers recu par email dans le répertoire ~/votrenom/Library/Application
Support/Tunnelblick/Configurations. (la liste des fichiers a placer est listée ci-aprés)

ca.crt

clientXXXX.crt

clientXXXX.key

client.ovpn

ta.key

Edit config.ovpn with a file editor (NotePad for example) and change the following lines to match your settings.
(if undone by our team)
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4. Edit config.ovpn with a file editor (NotePad for example) and change the following lines to match your settings.
(if undone by our team)
Editez le fichier config.ovpn avec le BlocNotes par exemple et modifier les lignes suivantes (si cela n‘a pas été fait
par nos soins)

remote X.X.X.X 443
(where X.X.X.X is the ip address of the TonVPN server your account has been created on)
(X.X.X.X étant l'adresse IP du serveur TonVPN ou votre compte a été crée)

cert clientXXXX.crt

key clientXXXX.key

(where clientXXXX is the name of the .crt & .key files you have received)
(remplacez clientXXXX par le nom des fichiers que vous avez regus)

2] © 2010 TonVPN --- HOWTO TONVPN MAX v1.0 JAN 2010.



Below you will find a sample config file for OpenVPN which may different than the one you received
Ci-dessous un example de fichier de configuration pour OpenVPN qui différe peut-étre de celui que vous avez
recu.

[C\ client - Bloc-notes

Fichier Edtion  Format  Affichage

cliant

dev tun

prato tcp

Tatote
rezolv-retry infinite
nib ind

pers izt -kay
parzizt=-tun

ca ca.crt

cert crt

ke [apeh ey

ne-cert-type zervar
tls-auth ta.key 1

cipher AES-123-CEC  # AES
conp-lzo

werh 3

route-nethod exe

route-delay #

Close and save the file
Enregistrer le fichier modifié et quittez

Click on Tunnelblick Icon and select : Connect « client »
Cliquez sur l'icone de Tunnelblick et sélectionnez : Connect « client »

D % < 4 &I Fri2:52PM

Connect 'client'

Options
Details...

Quit
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Once connected, you'll see a new interface if you check ifconfig command in a terminal
Une fois connecté, une nouvelle interface réseau sera listée si vous tapez dans un terminal : ifconfig.

tunB: flags=85851-4JP ,POINTOPOINT ,RUNMIMG ,STMPLEX MULTICAST= mtu 1566
inet 172.16.8.10 ——= 172.16.8.9 netmask Bxffffrfff
open (pid 335)

To make sure you're connected to TonVPN, go to http://www.whatismyip.com
Connectez vous a http://www.whatismyip.com pour vérifier votre nouvelle IP.

800 What Is My IP Address - Shows Your IP Address
| > http:/ fwww.whatismyip.com/ ¢ W Qr Goc

What Is My IP - The fastest, easiest way to determine y

‘What Is My IP Address - Service provided by WhatIsMyIP.com
Your IP Address Is: 95.130 lIE

+» WIMI Forum

= Internet § Test

Clicking on details in the Tunnelblick menu will show you informations about connection, IP shown by What Is My
Ip is the same as the one we're connected to.

En cliquant sur details du menu de Tunnelblick, vous aurez des informations sur la connexion. L'IP indiquée par
What Is My Ip est identique a celle indiquée sur la copie d'écran ci-dessous, vous étes connectés !

{ client (Connected) ]
TEUTUSUT=TO TS J9UU o= Mg 1= TdiNicE L= aiala=TulN vV T LU N SO BTIN T TG NSOV T T
emailAddress=contact@tonvpn.com
2010-01-15 14:59:02 Data Channel Encrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
2010-01-15 14:59:02 Data Channel Encrypt: Using 160 bit message hash 'SHA1' for HMAC
authentication
2010-01-15 14:58:02 Data Channel Decrypt: Cipher 'AES-128-CBC' initialized with 128 bit key
2010-01-15 14:59:02 Data Channel Decrypt: Using 160 bit message hash 'SHA1' for HMAC
authentication
2010-01-15 14:58:02 1024 bit RSA
2010-01-15 14:59:02 [tonvpni] Peer Connection Initiated with 95.130 [ l:443
2010-01-15 14:59:03
2010-01-15 14:59:04 SENT CONTROL [tonvpni]: ' PUSH_REQUEST (status=1)
2010-01-15 14:58:04 ifconfig 172.16.010 172.16.0.9'
2010-01-15 14:59:04 OPTIONS IMPORT: timers andfor timeouts modified
2010-01-15 14:58:04 OPTIONS IMPORT: —-ifconfig/up options modified
2010-01-15 14:59:04 OPTIONS IMPORT: route aptions maodified
2010-01-15 14:58:04 OPTIONS IMPORT: --ip-win32 andfor --dhcp-option options modified
2010-01-15 14:59:04 Preserving previous TUN/TAP instance: tund
2010-01-15 14:58:04 /Applications/Tunnelblick. app/Contents/Resourcesiclientup.osx.sh tund 1500 1560
172.16.0.10 172.16.0.9 restart m
e
v

2010-01-15 14:58:04 Initialization Sequence Completed
2010-01-15 14:59:04 95.130

"1 Automatically connect on launch
ESEt nameserver E Monitor connection

(C[earlog) (Edit conﬁguration) ( Disconnect ) '_C_o__rj_r_j_g_-:_!

A
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To disconnect from TonVPN simply select Disconnect “client” from the Tunnelblick menu
Pour vous déconnecter, cliquez sur Disconnect “client” dans le menu Tunnelblick.

o % <7 4 & Fri 2:59PM

lunneiblick: 1 connection active

v Disconnect 'client’
Options 2
Details...

Quit

It may happen that Tunneblick will ask for your administrative credentials, just enter your usual local
admin/password combination.

II est possible que Tunnelblick vous demande vos identifiants, si c’est le cas, entrez le login/password de
I'administrateur local.

~—  Type an administrator's name and password
& to allow Tunnelblick to make changes.

Name: ]

Password:

B Details

@ (" cancel ) f'—ﬂ'l@—'a
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